VIRGINIA MILITARY INSTITUTE
Lexington, Virginia

GENERAL ORDER)
NUMBER 58) 28 September 2020

Identity Theft Red Flags Policy

1. Purpose: In November 2007, final rules implementing section 114 of the Fair and Accurate
Credit Transactions Act of 2003 were issued by the Federal Trade Commission (“FTC”), the
federal bank regulatory agencies, and the National Credit Union Administration (“NCUA”).
A joint notice of final rulemaking was published in the Federal Register (72 FR 63718)
finalizing the Identity Theft Red Flags Rule (“the Rule”). The Rule was issued with the
underlying goal of detecting, preventing, and mitigating identity theft “in connection with the
opening of certain accounts or existing accounts,” referred to as “covered accounts.”

Red Flags are defined by the Rule as those events that should alert an organization that
there is a possible risk of identity theft. The Rule supplements existing legislation aimed at
preventing identify theft through tightened data security by addressing situations where
individuals are attempting to use another person’s identity in order to fraudulently obtain
resources or services. Institutions are to identify Red Flags to alert to and intervene against
the possibility of such attempts.

This policy will be implemented in coordination with General Order Number 54 —Privacy
Policy. The privacy policy establishes and clarifies how VMI uses and manages personal
information provided to or collected by VMI.

2. VMI as a Covered Entity: The Rule applies to financial institutions and creditors that offer
or maintain accounts that provide for multiple transactions primarily for personal, family, or
household purposes. The Rule defined “account” as a continuing relationship established by
a person with a financial institution or creditor to obtain a product or service for personal,
family, household or business purposes. Account includes: (i) An extension of credit, such
as the purchase of property or services involving deferred payment; and (ii) a deposit
account.”

VMl is considered a covered entity because we act as a “creditor” by:
regularly extending, renewing, or continuing credit; or
regularly arranging for the extension, renewal, or continuation of credit; or
acting as an assignee of an original creditor who participates in the decision to extend,
renew, or continue credit.

Part 681 of the Fair Credit Reporting Act contains three Sections on Identity Theft Rules
(681.1 and 681.2 apply to VMI)
(681.1) Users of consumer reports must develop reasonable policies and procedures to
apply when they receive notice of an address discrepancy from a consumer reporting
agency. This provision would only apply to VMI in the area of background checks for
new hires as the Institute does not currently utilize consumer reporting agencies for any
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Mail sent to the customer is returned repeatedly as undeliverable although transactions
continue to be conducted in connection with the account.

The Institute is notified that the customer is not receiving paper account statements.
The Institute is notified of unauthorized charges or transactions in connection with a
customer’s account.

Notice from Customers, Victims of Identity Theft, Law Enforcement Authorities, or Other
Persons Regarding Possible Identity Theft in Connection with Covered Accounts

The Institute is notified by a customer, a victim of identity theft, a law enforcement authority,
or any person that it has opened a fraudulent account for a person engaged in identity theft.

5. Policy and Procedures for the Rule:
It shall be the policy of the Institute to:

Verify identification for any cadet, faculty, or staff member requesting financial related
information. The identification should be scrutinized to verify that it has not been altered
or forged.
Ensure that cadets who elect to apply for financial aid complete and submit the
Social Security Number Disclosure Waiver to the Admissions office, who then
keys related information into Colleague upon receipt and forwards the final
cadet admissions packets to the Registrar’s office for archiving.
When a picture ID is requested, verify that the picture on the identification provided
matches the appearance of the customer presenting the identification.
Notify supervisor of noted discrepancies on the identification that is inconsistent with
other information on file at the Institute.
Verify that requests for information updates have not been altered or forged, or that the
paperwork gives the appearance of havrng been destroyed and reassembled

authorrzed release of |nformat|on and authorrzatron IS documented in Collegue on the
STMC screen. Questions regarding FERPA should be directed to the Registrar’s






